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ABSTRACT

home energy usage has the potential to be significantly impacted by cyber-

(CPSs). CPSs may be used to gather information on energy usage, optimize ener

for system implementation has been proposed. The proposed ftamework tngludes three stages: data

acquisition, communication network, and data analytics.

The research is carried out based on the narrative literature thod. An overview of the
most recent developments in CPSs for the resilienc household“energy usage is given in this
report. It addresses the difficulties and possibilities fr by this developing topic and offers
some suggestions for further research. As a w S the ability to significantly increase
the resilience of the domestic energy oygrcome the issues with this technology,

additional research and developme@is .

ential Energy Management, CPS resilience system,

Keywords: Cyber-Physical Systegi Re
Energy consumption m§ rt grid
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CHAPTER 1

1. INTRODUCTION

1.1.BACKGROUND:

possible that our entire civilization might come to an en.
terminated [2].

Coal dominated the power sector throughout the er

steam engine's operating theory was adapted @ 1on of electricity by employing steam
turbines that powered electrical gengrato rces of fossil fuels, such as natural gas and
oil, also came into existence over%

supply electricity to users linked to @ biggex electrical grid in order to take advantage of economies
of scale. Carbon dioxide (CO2) s other greenhouse gases are emitted as a consequence of
burning fossil fuels, which

temperatures [3].

1.2. IMPgRT CE THE STUDY:

The provision as, and water are essential assets; when their availability is even

ivilization cannot operate. As mentioned earlier, downtime causes lost



arrived as a result of the ongoing rise in the consumption of energy in residential setti

Government laws and public awareness compel individuals to switch to renewable energy s

[1].

capacity. Thermostatic loads accou?tfo
contributes significantly to grid traffic oV thods for implementing demand-side control
rt appliances" have emerged as a result of the

communications and network-controlled system

reduce the challenges of integrating inconsistent power

ibility and resilience.

technology that utilizes cyberspace to combine physical control and

sibly“vast regions. It uses hardware, software, and communication networks



to energy use. The smart grid (SG) is one area where CPS is growing [9]. It is a cutting-e
electrical infrastructure that enables two-way communication and energy transfer b

customers and suppliers [10].

carried out with the intention of addressing complicati

and raising productivity.

actuators and sensing devices, alongsid

make wise judgments, and take acfgl

gregsivelina
rowth and effects of CPS on the power area (usually referred to as yet
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use price, and controlling the functioning of electricity-intensive products [15]. Simila
expanded access to power and the electrification of industries that presently rely on alte

sources of energy are predicted to cause a 50% rise in worldwide power consumptio %
Our dependence on energy is growing as a result of digitization since it powers the cente
networks, and gadgets that enable digital interaction, home automation systems ing,
and a great deal more. As a result, the danger of power cutbacks and breakdowns@nd the
globe is growing reliant on reliable access to power [15].

In order to guarantee the reliability and continuity of electrical power i

this research will focus on a cyber-physical system (CPS) for the resili sidential energy

e Real-time monitoring and management of consumptio érgy enables more effective

use of power.

e Detection and response to grid disruptionsy power spikes or outages, are also
possible.
e (@Give feedback to homeowners e amountof energy they consume, assisting them in

reducing their usage.

e Manage the use of dispers@ces, including solar panels and batteries.

1.4. AIMS AND OBJ

The aim of the study 1 search using a cyber-physical system to increase the resilience of

household energy uge:

The researé?s ic bjectives are to:
ent level of home energy use and the risks and challenges that affect
@

rize the most recent developments in CPSs for household energy use

y the effects on power productivity and durability of incorporating sensors, smart

ters, and data analytics



e To determine the obstacles to and possibilities presented by employing CPSs to incr

the energy consumption of homes.

e To analyze how energy storage devices may enhance resilience and offer bacl
during outages

e To analyze the user engagement tactics and behavioral adjustments requi
homes to be resilient and energy-efficient

e To analyze the effects of establishing a CPS for residential reg
environment, and society

e To create a plan for how CPSs will be implemented to reduce hame ener

1.5. OVERVIEW OF THE REPORT:

The dissertation will present a review of previously published work regarding the way to manage

household energy and move towards renewable e onjumption through physical systems.

e

methodology, results, discussion, con n)aad re¢gommendation. The following potential

This report is made up of five chapters that topics such as the literature review,

developments might be incorporatQ intQ th jest:

® Chapter 2: The literature W ana the body of work published earlier. It highlights
the most important conclusi m prior studies and points out any discrepancies in the
literature

e Chapter 3: The dology is covered in this section. It contains details on the

ering techniques, and the data analysis techniques. Along with

implementation and testing.

apter-57 The key findings of the study are outlined in the conclusion, along with the

€ endations.



CHAPTER 2

2. LITERATURE REVIEW

The subsequent sections provide detailed research findings regarding c

especially in the context of the resilience of residential energy consumptiaq

2.1.CYBER-PHYSICAL SYSTEMS:
2.1.1 TRENDS AND HISTORICAL CONTEXT

Helen Gill of the US National Science Foundation first use ea of4 /Cyber-Physical System"
(CPS) in 2006 [17]. However, history also noted that CP ed from earlier ideas like

mechatronics, system integration, ubiquitous com g, cybernetics, and others. The National

report by President's Council of Adviso

as a national research and developme 007 [20], and the NSF call for proposals for

CPS research in 2008 were importang ini ents.

According to [21], Google Sch r on searches for the phrases "cyber-physical system" or

"cyber-physical systems" d in Figure 1 below. The findings show that there were 35

0 publications in 2017.

10
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Figure 2 displays the findings of a Google Trends investig

queries throughout the world. As evidenced by Google sear:

a consistent rise in curiosity regarding CPS from Jan 2005 to May 2018 [21].
(o~

100

Percent of Peak (worldwide)

2006 2008 2010 2012 2014 2016

C Year
~
0 Figure 2 Query Trends related to CPS
The trend pat @earch publications and search queries support a subject that is
experienciig censt ogress with no signs of development slowing down.

T IS A CYBER PHYSICAL SYSTEM (CPS)?

of its extensive effects on society as a whole, the economy, and ecosystems, studies

g cyber-physical systems (CPS) are currently attracting the interest of the academic
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community, business, and authorities. This technology will serve as the cornerstone of vi
infrastructure and enhance many aspects of the standard of life. Globally, CPSs have theabui

have an influence on a number of economic regions.

Cyber-physical systems are frequently regarded as the next wave of design systems tha rate

In the words of Helal et al. [22], CPSs are complic, structures that integrate 3C technologies
(computation, communication, and control). Th e physical features (sensors and
actuators) with cyber abilities (computation £ ation). Nearly everything uses CPS,
such as construction structures, manuf: vehicles, electrical supply networks, and

municipal facilities.

Computati
on

Cyber
Information
hlfnrm1t1011
omn:uunc a Systems
Control
ton

Figure 3 3C Concept of CPS

Physical

composed of three main components: a physical system, a networking and
ication component, and a distributed cyber system. The development of CPSs uses a

f components of various hardware, software, and networks that are integrated into real-

12



world surroundings and processes. The software, which contains all software programs
analyzing, filtering, and keeping information, plays the most crucial part. CPSs co 1

across the network with the physical systems [2].

2.1.3 WHAT IS RESILIENCE?

In general, the ability and constant process of resiliently enduring difficulties

A resilient power system constitutes a system in which energy con tes as effectively as possible
to the economic, ecological, and social growth of a idtio sesses the capacity to endure shocks
and bounce back swiftly, and takes into accou otentjd)/effects of changes in the climate on

energy supplies in its establishment and funct [26]. It has the following aspects, including:

e The security of electricity ég thexconsifyent energy required for economic growth.

e Renewable energy's affordabilit ers the price of power, heating, cooling, and

transportation while raisd all energy effectiveness [26].

e Sustainable develop, he osphere reduces carbon footprints along the whole

The figure belo ictS\a/resilient energy system [25]:

<Y
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Figure 4 Resilient Energy Sy. g'\/

A community's resilience plays a key role in guaranteeing the s and wellness of its residents

as well as how they handle power outages. The ele system or power grid is regarded as the

tigation, and its primary purpose to

0 places a high priority on building a
dy supply [15].

2.2 REVIEW OF REL IGNWWICANT PUBLICATIONS:

The following is a sum e literature that highlights some significant studies and

publications on cyber-p

such as solar systems). The wireless sensor network that connects these parts and

em to exchange information allows for real-time tracking and management of the

14



production of energy and utilization. The incorporation of response-to-demand tactics into the

is also covered by the researchers. Residents can alter their ways of energy consu

accordance with pricing or grid indicators by participating in demand response progra

helps to stabilize the system and lower peak demand [28].

into generation, consumption, storage, and sharing. All h appliances, including air
conditioners, refrigerators, fans, and lights, were takearto account when calculating usage. In the
generation section, renewable energy sources inclydi PV panels, wind energy, and fuel

cells were used.

When there is surplus energy prodlﬁd, aftery is taken into consideration for energy

storage. Instead of using the extra en y renewable sources during the low demand
time, the extra power is permitted (to be d in the microgrid. The Smart Cyber Physical

Controller (SCPC) receives the

wer value from the Smart Energy Monitor Unit (SEMU),
that tracks the amount of cotisumption of all gadgets in the house. Concerning the
priority levels, the SC e consumption profiles of each separated appliance and
examines the power

in the ﬁgur@elo 01:

<Y

EMU [10]. The pictorial representation of the system is shown

15
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For the sake of economic growth and financial stability, cheap, secure, and dependable electrig1

must be made available. The power system is vulnerable to a variety of natural, man-

technological challenges, which might result in anything from blackouts to a persist
shortage [29]. By anticipating future demands and making investments in durab
systems, politicians, administrators, and operators may protect their power net

dangers. A thorough discussion has been made on the threats to cyberphysical s which can

be seen in the subsequent paragraphs.

malware detection techniques in his paper. The stu ain objectives are to comprehend recent

developments in malware detection, uncover curr mings, and suggest new routes for

approaches make use of variousdfechnig
algorithms, and dynamic analy. dy further outlines the benefits and drawbacks of current
methods, points out any fl i , ahd suggests new avenues for improving the safety and

versatility of CPS agai




collaborating and exchanging information in order to create efficient security plans and guara

the resilience of the power system.

In order to increase the effectiveness and robustness of household energy use, the papgf prese

by de Castro Tomé et al. [31] suggests a cyber-physical residential energy manage stem

appliances and gadgets as well as communicating control or
devices.

e A virtualized packet (VP) server is in charge of cont that are employed for

communication among the RER and the home's gadgets 4nd appliances.
e A mechanism for decision-making that is in charge of\detiding to distribute the home's

energy resources.

The figure below displays the system architecture:

.

Encrgy Storage
P

F s -
EY
- Energy Server &

e W Energy Packeis
- i, Request -
' | Power Generation
Samna e L fe e s
S e
-

-—— e
w E #

O N

de he following ways that the CPEM uses VPs to raise the effectiveness and

Figure 7 System Architecture

The paper

resilience of J erigrgy consumption:

. communicate with household appliances and other devices more effectively than

sonvehtional communication channels.
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e The RER and the home's appliances and equipment may communicate with one ano
more reliably by using VPs.
e For distributing energy resources in the house, more complex decision-making S

may be implemented using VPs.

encourage them to use less.

The article [32] goes on to detail CPS's plans for dpmestie.energy management in the future. It

indicates that the following areas should be th: 5 of future research:

e The creation of communication
e The creation of timely and Mo,
e The creation of more user-fifighdl interfaces so that locals may communicate with the

system

The concept of energy res
outlines how tolerance ation,’adaptation, and change might be carried out in the setting
of everyday life:
learning W@t t
accomplishing e
described

and th




distributing IT resources through the Internet, as stated by [34]. A number of scholars have loo

at how cloud computing might be used to manage and optimize energy use. In [35], the a

obstacles.
Technical Difficulties:

contrastto traditional networks are a contributing factor to
re integrity, confidentiality, reliability, and cybersecurity

The unique characteristics of C
the technological problems. To
of CPS, for instance, distri

developed [12].

connected, independent, and dependable systems must be

Over a decade agq,(busingsses began to produce interconnected systems with an appropriate

amount of flexibilit adaptability that could be merged and coupled with previous ones, but
installation,—eyal and verification are still in their infancy. The primary obstacles to the
deploym mous systems in various industries continue to be worries about safety and

depengébilit A further technological difficulty that needs to be appropriately handled is the

creatio ultiple methods for preserving the confidentiality of the data given the amount of

®

ton that will ultimately be produced, acquired, and handled by CPS [12].

onal Obstacles:

20



According to [38], the shortage of experienced workers, knowledgeable individuals, speciali

and academic instructors with an extensive understanding of CPS is projected to continug je

of physical and cyber components [39].

Legal Obstacles

pformation, network and customer safety,

are required due to the utilization of CPS in
ologies might also be required to expressly suit the
prerequisites of CPS given thaf 1t.c encompass multiple states, districts, or even continents

[40].

21



CHAPTER 3

3. METHODOLOGY 3:%9
A narrative literature review approach has been utilized in this report. In this mﬁ‘%ﬁic

approach, a descriptive and qualitative synthesis of the body of literature on a pa is
provided [33]. The main conclusions, themes, and trends from the exam papars are

summarized and synthesized to provide a cogent narrative or tale.

3.1 NARRATIVE REVIEW APPROACH:

Unsystematic narrative reviews, often referred to as narrati orot'gh narrative

tlines the researcher's

writers claim that it is not necessary [41].

According to [33], a complete, critical, and 1
a subject constitutes a narrative literatuge Kt 1573 particular kind of literature review that
lacks a methodical or organized @th . Insfead, it enables the writer to create a more

comprehensive and narrative synthesi

In other words, by emphasizi narrativé or story-like representation of the literature as

opposed to the statistical examinati r quantitative information, the narrative literature

evaluation technique varie r forms of literature reviews, which include systematic

reviews or meta-analy! rrative method provides for a more adjustable and personal

assessment of the lifeta athet’than employing a predetermined set of standards to choose and
evaluate re@r

There are al ts to crafting a strong narrative summary. Since they combine several bits
of knowl gible style, instructive materials benefit greatly from narrative summaries.
Theyate hel giving a thorough understanding of a subject and frequently include historical

ails

development or resolution of a problem. Since they offer students just one place to
, are frequently more up-to-date than textbooks, and introduce them to literature that has

iewed, narrative overviews are popular among professors to utilize in the classroom [33].

22



A research question or area of interest is first chosen in this narrative literature review. T

databases, libraries, and other sources to look for related material are utilized. Studies

based on their applicability to the research issue, as well as the caliber of their met
conclusions, and theoretical underpinnings. The research is done by reviewing and
each study, locating significant insights and recurring themes, and arrangi

comprehensible and logical way.

issue has been performed. Search engines, acade
are all to be used.
e Inclusion and exclusion criteria for the selection of art determine which ones are

pertinent to the research issue have been do

e Work is in progress to extract pertinent g chosen papers, including the main
conclusions, the methodology employ pertinent information.

e Identification of any gaps or i i es/ i the literature as well as parallels and

disadvantages, and futux tions for further studies will be provided.

e At the end of the rg ymmary of the key findings and recommendations from the

Terms likegl' i

taken to m su
t1

liability serve to assess the caliber of research [43]. Several actions were
stiudy was reliable and valid. First and foremost, to reduce any potential

biases, a

on ag¢dpted nd earlier research findings, a thorough literature analysis was carried out.
(pan. n prior information, supported the validity of the research.

ection of publications was made. To guarantee that the research was based

23



The validity and dependability of the study conclusions are directly impacted by the standard
correctness of the data collected. In order to maintain the integrity of their study, researchers

use a variety of methodologies and procedures for data collection [44].

é data gathered
for this report is from books issued by respected publishers, ac aces, and peer-
reviewed journals. Apart from this the data gathered are all/fgcent and hayg adequate information

that applies to the chosen topic.

3.3 DESIGN

A cyber-physical system (CPS) for household ene ce integrates the physical and cyber
components of a system to improve its resilien

the following basic aspects would need o b

between these compon

e Cyber component



3.3.1 PROPOSED FRAMEWORK

Perception, transmission, and application are the three levels at which CPS functions, a 0

in Figure 8 [46].

Perception Layer:

perception layer [47].

The perception layer's sensors are in charge of gathe
environment. Any physical quantity, including sound, ligh
to represent this data. Based on the information gathered b
perception layer are in charge of taking appropriate actjon. For indfance, a motor or valve might

be moved by an actuator [48].

Transmission layer:

Among the application and the pe@pti n,d exehanged and processed at the transmission
layer (also known as the network la ¢a networks, the Internet, or communication

technologies like Wi-Fi, Bluetoot, infrared are used to transmit data [49].

A cyber-physical system's (CP layer is the transmission layer. It is in charge of
transferring information be lication layer and the perception layer. LANs, the internet,
cellphone networks, a munication networks are frequently used by the transmission

layer. The followingdu all utder the responsibility of the transmission layer:

ion: To enable the transmission of the data through the communication

ata from the perception layer is packaged into packets.
he packets are sent to the target node through the communication network.
detection and correction: During data transmission, errors must be found and fixed

r the transmission layer.

25



e Data flow management: To prevent congestion, the transmission layer is in charg

managing the data flow between the sender and the receiver.
CPS must include the transmission layer since it is in charge of guaranteeing the timel}@ﬁ

transfer of data from the perception layer to the application layer.

Application layer — Cyber Level: @

The third and top layer of a cyber-physical system (CPS) is the applicatio in charge of

analyzing the transmission layer's data and choosing how to communic

Typically, software that can analyze data and make judgments makegs u

e Making decisions: Using the interprete

communicate with the physical environme

the choices that have been madexThe
enhance the system's functi@iality:

26
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3.3.1.1 CPS FRAMEWORK FOR RESI RGY MANAGEMENT

SYSTEM:

pment of the CPS home energy management

The article [28] is taken as the bas de
framework. %
The residential energy manggement\s ed into three primary stages, which are represented in

Figure 9, Data Acquisition

ication Network, and Data Analytics. Appliances and
metering equipment f the first step. The Communication Network Layer, which is
one step above, e interchange between the sensing devices and a server. Using short-

range com hnologies like WiFi, ZigBee, or others, data is transmitted within the

home area

data is sent to the upper Data Analytics Layer using long-distance

hnologies like 5G, enabling data transmission between physical devices and

chnologies where Data Analytics processing is hosted (i.e., providing connectivity

he WAN). In order to integrate and coordinate the nodes and administer the home in real-

ddleware solutions are employed [52].
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The data is managed, monitored, and analyzed (including comfort-level analysis, forecasting,

Management is proposed.

(ot B
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Figure 9 Residential Energy Management Stages
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Data Acquisition:

In order to detect various load patterns in the following phases, the data acquisition ste s@
load measurement at an appropriate rate. As well as being in charge of precision confrgl
actuators, this phase is carried out to have a generalized awareness of the energy and

demand by sensors from various energy makers [53].

to the subsequent steps for processing, as seen in Figure 10.

Enmpaia.% Mmﬁ:; device
(( )) Data Analytics
> all® 1d =l

=
e
)

£s |-

ig ata isition Stage

ppliances have been categorized in the literature. The

shown in Figure 11. According to a proposal in [54],

¢grmanent consumer devices: Appliances that are continuously powered on for days or

eeks at a time, such as smoke detectors, TV receivers, and telephone sets.
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Communication Network:

network must be set up in order to lin

The home area network is utilized\within e to enable monitoring and control over energy

T post-processing (monitoring, control, comfort analysis,
occupancy, and other resid y management applications) on the control data supplied by

the metering devices pliances. This post-processing takes place across the

communication net

of in3tallation, cost-effectiveness, and speed, wireless technologies have

e towired ones. A HAN schematic is shown in Figure 12. The HAN network

30
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Considering that smart homes produce large 2 of data and smart grid applications are

@

J
v

management [56], the communicatgl ink
a potential candidate, 5G technologieq stz 1hbeeause of architectures based on virtualization
and those specified by software t

where people utilize virtualizati ctively handle a range of application needs while sharing

physical infrastructure facilti e Y3 displays a broad picture of the smart city network
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Provider

Data Analytics:

1€s, load monitoring and forecasting strategies must be implemented in order to identify the

32



main appliances in the home that consume the most electricity. The term "activities of daily livi
(ADL) refers to these behaviors [57]. Cooking, washing, and preserving food are the mosg¢o,

tasks performed by consumers with large appliances. Monitoring and forecasting 1 ith
ambient sensors is complementary, but it may also be beneficial for other ener

management applications, such as comfort assessments.

In the Data Analytics stage, a cyber-infrastructure analyses the data in accorda
and/or operating mechanism before sending instructions back to the
accordance with the description above. According to [58], CPSs are sy cgrate sensing,
communication, computation, and control functions into actual [his enables
distributed sensing, dependable data transfer, and thoroughA i cessing of the external
environment. Real-time control is provided in this man i oop. A HEMS may be
thought of as a CPS that connects physical objects, includin

data based on this concept of a CPS. As indicated in Figure 1#/'measurements are gathered,

processed, and delivered to the cyber-system ov nication network. Once the cyber-
entity has analyzed the measurements, control iyes en issued back.
A
Sensing

Physical Cyber
<> devices system

Actuation

v
% Figure 14 CPS Framework for Residential Energy Management
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CHAPTER 4

4. RESULTS AND DISCUSSION %&i@)

Researchers are increasingly focusing on CPS, and this ground-breaking area of s has t

capacity to revolutionize how we relate to, communicate with, and work v@ nt
e o1

complicated structures on which the physical environment is largely predicate Almost all

CPS applications offer cutting-edge technology that is real enough to ha t global

influence. The application areas selected for this study heavily re & ¢ efficiency,

regulate, monitor, and improve the performance of physical s PSs can be utilized in the

context of home energy management to:

e Gather information on energy use: CPS

energy use of lights, appliances, and g
used to spot trends in energy use
e Enhance energy usage: Cé an e household energy utilization using the
information gathered from ggfisors:

e Utilizing demand respo ms, timing appliances used to correspond with off-peak

hours, or adjusting atur® are all ways to do this.

e User feedback: o let users know how much energy they are using. Users

who want to n utilize this input to better understand how much energy they

are 2§ng alter

CPSs can be c other systems, such as the power grid, to offer a more comprehensive
e

and o enable more complex energy management methods. Prior to CPSs being
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e Cost: Implementing CPSs can be costly. This is because the system's required sens
actuators, and software are expensive.

e Privacy: The information that CPSs acquire may be delicate. Unauthorized acce e
prevented to this data.

e Security: CPSs must be protected against online threats. This is crucial

used to manage vital infrastructure, like the electrical grid.
e Acceptance: The users of CPSs must accept them. This means thaf t

be simple to use and offer consumers benefits that are obvious.

4.1 CHALLENGES:
4.1.1 DATA ACQUISITION CHALLENGES

In particular, attaining energy efficiency and managing costs a ed with implementation are

the two biggest issues that need to be resolved in re, tial energy management systems. To this

* Due to the complexit , cost, and data storage, the majority of commercial smart

e high-resolution data.

UNICATION NETWORK CHALLENGES

: owing difficulties with the communication network were noted:
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4.1.3

The problems mentioned below with data analytics were discover

Losses due to interference and wall intrusion are the principal difficulties to be overc

in modern houses.
More adaptability is required, which entails using the unused spectrum.

Smart city infrastructure must be built using technology that connects smart holds

or the city) are still up for dispute.

The majority of home energy management systems application$ gurret not have the
communication range, power utilization, or cost r ditteral wireless

communication protocols like WiFi or Zigbee.

DATA ANALYTICS CHALLENGES

Concerning data resolution, precision, rea the total quantity of devices to be

In comparison to Intrusive @ad ), Non-Intrusive Load Monitoring NILM
procedures are less precise a re It to use in practical settings. The latter, in
comparison, provides mogg reliab t a price. Thus, creating a hybrid method is a

desirable approach to 1 ent. It does, however, provide a number of difficulties

that must be resolv

Given that appli 1 emables the identification of consumption patterns of certain

appliances, hly helpful for residential energy management systems.

Ne\@thel he schqlarly community has paid less consideration to this endeavor. It is

in create a unique model that predicts the consumption of various

fufe-based and reinforcement learning-based methods to plan and control
S have been put forth, a thorough evaluation (via a sensitivity analysis and/or

ent of both scenarios) is required.
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* The fact that energy data reveal users' typical patterns and behaviors, and custo
confidentiality may be a barrier to the adoption of Smart Grids and ho
management systems. Consequently, cybersecurity and encryption measures m d

to grant recognized entities safe accessibility.

This study shows that, despite significant advancements over the years,

applications is still extremely fresh and in the early stages of developmen

internet, unprotected channels of cz;m
and reliance on older technologies ar

them liable for threats and attacks . 1 number of publications on security in relation to

energy CPS research is depicte& e 15.

<
O

22 2013 2014 2015 2016 2017 2018 2019

Figure 15 publications on security issues in Energy CPS
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The quantity of research being done in this area to tackle security is regarded to be steadily risj
As safety in large-scale systems-related challenges are addressed, research effort has jac

significantly since 2017.

According to the literature review technique used in this study, it was found that (S NOW

outpacing other related technologies including Machine-2-Machine, the Inte

&G
&

N
S
N

data, storage, and cloud.

Q
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CHAPTER 5

5. CONCLUSION AND RECOMMENDATIONS %§§>
%

The primary research findings are summarized in this chapter, along with a few su

further research.

5.1 CONCLUSION

(ICT) more often. To enhance the quality of service and preser

infrastructure gathers, distributes, analyses, and rea, every component behavior.

The use of Cyber-physical systems (CPS) in spaarthQmes edergy management is increasing daily.

outfitted with sensors and electrical as

ynication, computing, and regulating of

\
alytics is provided by the smart home

An excellent study opportunity to invest

physical objects utilizing real-tin@pr
. Clearly, CPS offers a variety of capabilities

for smart homes specifically in thgpqwer re ce domain. Additionally, research has shown that

a sizeable portion of the energ omes happens at night and is mostly required to power

cyber-physical energy system that optimizes energy
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actuators, and measuring devices, data-driven strategies based on different Machine Learni
(ML) techniques and Internet of Things (IoT) technologies increasingly stand out as a

n
way of solving the problems of observing, safeguarding, and regulating. The advanta he
development of such systems may be seen in a wide range of industries, from comme servic

to distant healthcare.

transfer protocols like WiFi, Zigbee, and LoRa provide depeudaplg’ communication between

utilities and metering equipment. Pertinent literature has been™xamined in relation to data

analytics, emphasizing this step as the cyber compon the resilience of residential energy
consumption.
This paper suggested a three-layered de§® identjal energy management on the basis of the

study done. The primary equipment’i ight be monitored via the suggested cyber-

physical platform.

which allov@i s to
fresh techniques is field of study, a comprehensive evaluation of articles was conducted using

informati6 ; 1 sources. Based on our findings, it is clear that interest in contemporary

&

0 increase the cyber resilience of their energy systems, several nations and businesses are

hing and putting into practice regulations and initiatives. Numerous major areas of action
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can serve as the foundation for attaining more suitable electrical safety frameworks in the year

come, even if various scenarios necessitate unique methods. These include institutjan

accountability and incentives, identifying risks, controlling and reducing risks, trackin
and resolving disruptions. Following are the recommendations to create a robust e

and strike a balance between affordability, energy security, and environmental s

possible, switch out carbon-intensive fuels for low- and zero4carbon alternatives.

® Increase the use of energy from renewabl uclear power, and upgraded fossil

fuels with carbon collection, utilizati to, to hasten the adoption of low- and
zero-carbon technologies.

Researchers who enter this study<g sho into consideration the possibility that the
combination and merging of varigus ch fields might result in further technological

improvement and breakthroug e future. The impact of these technologies on CPS

applications and the underlyjng preblemswith interoperability, dependability, and safety must also

be studied, though. Addition uture applications, CPS will play a very significant and

subject. adw the suggested measurements mentioned in this paper be put into practice
in the 1ges, along with monitoring the behavior of systems, and cyber risks and

iter ore metrics for the various phases.
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